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ABSTRACT

This research examines the urgency of consumer protection for users of the Indonesian
Standard Quick Response Code (QRIS) as a payment method in the digital era. QRIS is a
QR Code standardization for payments established by Bank Indonesia. Despite providing
convenience, the use of QRIS also poses potential risks for consumers. This study aims to
analyze the legal regulations related to payments using QRIS and the forms of legal
protection for consumers in case of transaction failures. The research method used is
normative juridical with a legislative and conceptual approach. The results indicate that
the regulation of QRIS is still limited to the Regulation of the Board of Governors of Bank
Indonesia and has not been specifically regulated in the law. Legal protection for
consumers using QRIS is still general based on the Consumer Protection Law and the ITE
Law. Specific regulations regarding the protection of consumers using QRIS are needed
to provide legal certainty and ensure consumer rights in the digital economy era.
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The development of information technology has transformed various aspects of
life, and the industrial and trade world is forced to continue evolving. Modern society
demands more efficient transactions, economic activities that do not require face-to-face
encounters. Transactions conducted without physical meetings or using electronic
media are known as electronic transactions. An electronic transaction is a legal act
performed using a computer or other electronic media. The current era, especially in the
age of the 4.0 industrial revolution, is now a digital era where all entities within it can
communicate in real-time at any time, based on the utilization of internet technology
and Cyber Physical System (CPS).

The development has influenced every aspect of life, especially in the fields of
trade and industry. The payment sector is one of the fastest-growing fintech sectors in
Indonesia, including payment systems. One innovation in digital payment systems is the
Quick Response Code Indonesian Standard (QRIS) issued by Bank Indonesia. QRIS is a
standardization of QR Codes for payments aimed at unifying various QR codes from
various Payment System Service Providers (PJSP) (Bank Indonesia, 2019).

It is important for every seller and buyer to consider what payment methods are
offered when starting a business and to regularly check whether they meet the needs of
the business and customers, especially in the tourism sector. Payment methods vary in
terms of costs and benefits, including issuance fees, transaction costs for all parties
involved, time costs, security, convenience, and more. Alongside the development of
financial technology, which has seen many innovations in payment systems, cash is
being replaced by more efficient and economical non-cash payments. This shift is
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supported by Bank Indonesia (BI) through the implementation of the National Non-Cash
Movement (GNNT). This movement is actively addressing the challenges of the digital
era with the aim of educating the public that digital transaction methods offer many
benefits, including efficiency, speed, convenience, ease of use, and security.

In supporting a conducive business ecosystem, Bank Indonesia has been
organizing the digital financial economic ecosystem for several years. In 2019, payment
methods continued to evolve with the introduction of payments via the Quick Response
Code Indonesian Standard (QRIS). The government, through Bank Indonesia, issued the
National Standard for QR Code Payments QRIS. QRIS is a Payment QR Code Standard
established by Bank Indonesia for facilitating payments in Indonesia. In this regard,
Bank Indonesia, through the Board of Governors, issued Regulation of the Board of
Governors Number 21/18/PADG/2019 regarding the Implementation of the National
Standard Quick Response Code for Payments, which has been updated since February
25, 2022, to Regulation of the Board of Governors Number 24/1/PADG/2022 regarding
the Second Amendment to Regulation of the Board of Governors Number
21/18/PADG/2019 concerning the Implementation of the National Standard Quick
Response Code for Payments.

Although QRIS provides convenience and efficiency in transactions, its use also
poses potential risks for consumers. Some risks that consumers may face include
transaction failures, transfer errors, and data misuse. Therefore, legal protection for
consumers using QRIS is crucial to ensure transaction certainty and security.

This research aims to analyze the legal regulations related to payments using QRIS
according to positive law provisions in Indonesia, as well as to examine the forms of
legal protection for consumers in case of transaction failures when using the QRIS
payment method.

METHODS OF RESEARCH

This research uses a normative juridical method with a statute approach and a
conceptual approach. The legal materials used consist of primary legal materials such as
related legislation, secondary legal materials like books and journal articles, and tertiary
legal materials such as legal dictionaries. The legal materials are collected through
library research and literature review. The analysis of legal materials utilizes a
qualitative descriptive method and is systematically interpreted.

RESULTS AND DISCUSSION

QRIS is the standard QR Code in Indonesia that allows merchants or sellers to
accept payments from various electronic money and digital wallets registered with BI.
With this standardized QR code, one QR code can be used by various payment
applications or Payment System Service Providers (PJSP) that have obtained approval
from BI. The steps to use QRIS as a payment method include the following: 1) Open a
financial or banking application, 2) Find the scan icon or QR/pay image, 3) Scan the
merchant's QRIS code, 4) Enter the amount, 5) Enter the PIN, 6) Click pay and done.
Based on the payment procedure with QRIS, it can be concluded that the use of QRIS
provides many benefits to users, including: 1) Fast and modern, 2) No need to carry
cash, 3) No need to worry about the type of QR code used, 4) Secure because all PJSPs
are licensed and supervised by BI, and 5) No administrative fees charged to users.

Seen from the description, it can be said that the existence of payments using the
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QRIS method has positive implications for the development of the national economy in
Indonesia. However, in practice, it often has the potential to pose various risks to
consumers, such as fraud risks, data leakage risks, and transaction risks that do not meet
expectations. In the event of such losses, it certainly raises questions among the public
regarding the protection of consumers using the services. This is where the role of Bank
Indonesia, the Financial Services Authority (OJK), and relevant government entities
comes in to formulate rules regarding such transactions.

The general provisions regarding payments using the QRIS (Quick Response Code
Indonesian Standard) method can be seen in the positive law in Indonesia, which can be
outlined as follows:

e Law Number 4 of 2023 concerning the Development and Strengthening of the
Financial Sector, which is fundamentally regulated in Articles 27 to 35 of the
PPSK Law, governs the payment system and the management of payment
systems aimed at maintaining financial system stability, economic efficiency, and
promoting financial inclusion. Payments through the QRIS method, developed
and regulated by BI, fall under the category of payment systems that need to be
managed and supervised to ensure security, efficiency, and consumer protection.
This regulation empowers Bank Indonesia to regulate, supervise, and ensure the
security and efficiency of digital payment systems. The law also emphasizes
consumer protection, encourages technological innovation, and establishes
sanctions for violations committed by payment system service providers;

e Law Number 1 of 2024 concerning the Second Amendment to Law Number 11 of
2008 concerning Electronic Information and Transactions, which fundamentally
regulates payments with the QRIS method, can be linked to provisions regarding
electronic transactions, data security, consumer protection, and the governance
of electronic payment systems. In this case, the legal regulations related to
payments using the QRIS method according to Law Number 1 of 2024 concerning
the Second Amendment to Law Number 11 of 2008 concerning Electronic
Information and Transactions include the recognition of the legality of electronic
transactions (Article 5 of the ITE Law), the obligations of electronic system
providers (Article 15 of the ITE Law), protection of personal data (Article 26 of
the ITE Law), consumer protection (Article 32A), and sanctions for violations
(Article 45A). QRIS as an electronic payment method must comply with these
provisions to ensure security, transparency, and consumer protection;

e Member of the Board of Governors Regulation Number 24/1/PADG/2022, which
is the second amendment to Member of the Board of Governors Regulation
Number 21/18/PADG/2019 regarding the Implementation of the National
Standard Quick Response Code for Payments. This regulation aims to support the
integration of national digital economy and finance while maintaining a balance
between innovation, stability, and healthy business practices. The
implementation of the National Standard Quick Response Code for Payments is
also in line with the national payment gateway policy aimed at creating a smooth,
secure, efficient, and reliable payment system by expanding access and protecting
consumers.

From the above description, it can be observed that the implementation of the
QRIS payment method is still limited to Bank Indonesia's Member of the Board of
Governors Regulation Number 21/18/PADG/2019 regarding the Implementation of the
National Standard Quick Response Code for Payments. This regulation was then updated
with PADG No. 24/1/PADG/2022. In this regulation, QRIS is defined as "the payment QR
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Code standard set by Bank Indonesia for use in facilitating payment transactions in
Indonesia" (Article 1 paragraph 5 of PADG No. 21/18/PADG/2019). Although it has
been regulated in the PADG, the regulation of QRIS has not been specifically addressed
in the law. The absence of a specific law governing QRIS may lead to legal uncertainty,
especially regarding consumer protection. This highlights the urgency of the need for a
regulation specifically related to consumer protection in cases where risks arise that
result in losses to users. Consumer Protection Law according to Az. Nasution is
consumer law that contains principles or rules that regulate and also have the nature of
protecting consumer interests. Consumer law is defined as the set of principles and legal
rules that regulate relationships and issues between various parties related to consumer
goods and/or services in social life.

The definition of Consumer Protection in Article 1 Number 1 of Law Number 8 of
1999 concerning Consumer Protection, further abbreviated as UUPK 8/1999, is "all
efforts that ensure legal certainty to provide protection to consumers." The definition of
Consumer in Article 1 Number 2 of UUPK 8/1999 concerning Consumer Protection is
"any person who uses goods and/or services available in society, whether for their own
interests, family, others, or other living beings and not for trading purposes.”" Meanwhile,
the definition of Business Actors in Article 1 Number 3 of UUPK 8/1999 concerning
Consumer Protection is "any individual or business entity, whether legal entities or non-
legal entities established and domiciled or conducting activities within the legal
jurisdiction of the Republic of Indonesia, either alone or jointly through agreements to
carry out business activities in various economic fields."

Consumer protection is the goal of an effort that will be achieved or a state that
will be realized. Therefore, the goals of consumer protection need to be designed and
planned systematically and prepared early on. The objectives of consumer protection
include activities related to the creation and implementation of consumer protection
systems. The objectives of consumer protection are developed gradually, starting from
awareness to empowerment. Achieving consumer protection goals does not have to
follow a specific sequence but should be based on urgency. For example, the goal of
improving the quality of goods does not have to wait for the first goal of increasing
consumer awareness to be achieved. Ideally, achieving consumer protection goals
should be done simultaneously.

Legal protection for consumers using QRIS is currently still general based on the
Consumer Protection Law and the ITE Law. According to Article 4 of the Consumer
Protection Law, consumers have the right to comfort, security, and safety in consuming
goods and/or services. This includes the use of QRIS as a payment method. Furthermore,
legal protection for consumers in case of failure during transactions using the QRIS
(Quick Response Code Indonesian Standard) payment method is an important issue,
given the increasing prevalence of digital payments in Indonesia.

In this study, referring to the legal protection theory articulated by Philippus M.
Hadjon, which divides legal protection into 2 aspects, namely preventive legal protection
and repressive legal protection related to the issues discussed, can be explained in the
following explanation:

1. Preventive legal protection.

Preventive legal protection aims to prevent disputes between consumers and
payment service providers (such as banks, e-wallets, or digital payment platforms). In
the context of payments using QRIS, preventive protection can include:

e Regulations and Standardization of Payment Systems
Bank Indonesia (BI) as the monetary and payment system authority in Indonesia issues
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various regulations related to payment systems, including QRIS standards. These
regulations include the obligation of service providers to ensure a secure, fast, and
efficient QRIS payment system. In this regard, Bl, through Bank Indonesia Regulation
(PBI) Number 22/23/PBI/2020 concerning Payment Systems, stipulates that payment
service providers must comply with certain security standards to protect consumer data
and prevent transaction failures.

e Consumer Education and Literacy.

Payment service providers, including banks and fintech operators, are obligated to
provide education to consumers on the correct usage of QRIS, verification steps, and
how to avoid fraud. Furthermore, this education includes how to handle transaction
failures and the steps to take if a transaction is unsuccessful.

e Customer Service Policy.

Customer service providers must have a clear customer service policy regarding
complaint handling, refunds, and issue resolution procedures. Consumers should be
given easy access to report problems or transaction failures.

2. Represif Repressive legal protection.
Repressive legal protection aims to resolve disputes after issues or failures occur in
transactions. If a QRIS transaction fails, consumers can take the following steps:

e Process for Dispute Resolution through Service Providers.

Consumers have the right to file complaints or grievances with the payment
service provider regarding transaction failures. In accordance with the regulations of
Bank Indonesia and the Financial Services Authority (O]K), service providers are
required to respond within a certain period. Dispute resolution can be done through
internal mechanisms (for example, refunding in case of transaction failure) or escalation
to other dispute resolution bodies if no solution is found.

e Mediation and Arbitration.

If the issue cannot be resolved directly with the service provider, consumers can
utilize mediation or arbitration institutions regulated by the OJK or Alternative Dispute
Resolution Institutions (LAPS) in the digital financial field.

e Legal Process.

Consumers also have the right to bring the case to the legal realm, either through
district courts or other specialized courts with the authority if there are serious
violations or allegations of fraud.

From the description above, a simple conclusion can be drawn that legal protection
for consumers in transactions using QRIS in case of failure and resulting losses can be
carried out through two approaches, namely preventive and repressive. Preventive
protection, which aims to prevent disputes by regulating payment system regulations
and standardization by Bank Indonesia, providing education to consumers on safe QRIS
usage, and establishing clear customer service policies for complaint handling.
Meanwhile, repressive protection in the context of this research aims to resolve disputes
after issues occur, which can be pursued through dispute resolution processes with
service providers, mediation or arbitration, and legal avenues if necessary. Both
approaches ensure that consumer rights are protected and issue resolution can be
effectively carried out.

CONCLUSION

Legal regulations regarding payments using QRIS are currently limited to Bank
Indonesia Governor's Regulation and have not been specifically regulated in the law.
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This creates legal uncertainty for consumers, especially in situations where transaction
failures or data misuse occur. Although there are some regulations governing digital
transactions and consumer protection, the ambiguity regarding the responsibilities of
QRIS service providers can result in significant losses for users.

Therefore, there is a need for the development of more comprehensive and specific
regulations governing the use of QRIS as a payment method. Specific regulations that
cover security standards, dispute resolution mechanisms, and the obligations of service
providers in protecting consumer data should be a priority. In addition, more intensive
education for consumers about their rights in digital transactions is crucial to increase
awareness and protection in this digital economy era.
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